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GLOBAL FORUM ON INTERNET GOVERNANCE

(New York, 25-26 March 2004)

Informal summary


The Global Forum on Internet Governance, organized by the United Nations Information and Communication Technologies Task Force, was designed as a contribution to a process of consultations that would lead to the establishment by the United Nations Secretary-General of a working group on Internet governance, as requested by the Geneva phase of the World Summit on the Information Society in December 2003. 

The Forum attracted participation of more than 300 representatives of all stakeholders, including key leaders of the Internet community, governments of major developed and developing countries at the policy-making level, and senior executives from the private sector, civil society and academia
. Most notable was the active involvement of the leaders of the Internet community. 

The main features of the meeting were its open, participatory and interactive character, its focus on the substance of the issues rather than on institutional interests, and a broadly shared emphasis on finding common approaches and perspectives. The Forum did not, of course, resolve all problems related to Internet governance, but its deliberations brought about a significant advance towards a broadly shared agreement on most promising approaches to major outstanding issues.

In terms of its substantive outcome, the Global Forum succeeded in identifying important areas where commonalities existed, as well as in outlining workable approaches to issues that remained controversial. There was broad consensus on some baseline principles that should guide the evaluation of governance mechanisms and their future evolution and development. This became possible through a genuine dialogue between those who argue that the Internet is working well and should be left alone, and those who point to the many shortcomings of the current arrangements and advocate some form of global management of the medium. As a result, the Forum produced a broad agreement on several major areas where there was a clear and urgent need for international cooperation in developing globally acceptable solutions: spam, network security, privacy, and information security. The Secretary-General’s call to be creative in managing, promoting and protecting the Internet struck wide resonance in the debate.

The Global Forum was organized in a format of plenary sessions and several concurrent break-out sessions (Please see the Programme of the Global Forum here: http://www.unicttaskforce.org/sixthmeeting/agenda.html). The first three sessions helped identify in broad terms the key points to be addressed by the Forum. Break-out sessions on the afternoon of 25 March afforded an opportunity for an interactive discussion in smaller groups on the wide range of Internet Governance issues. The plenary session on the morning of 26 March examined areas of common understanding that had emerged as well as issues that would merit more deliberation at subsequent meetings. 

The plenary meetings were broadcast live on the Internet and are available as archived audio files on the website of the ICT Task Force (http://www.unicttaskforce.org/sixthmeeting).


The following is an informal summary of proceedings of the Forum.

25 March 2004

OPENING SESSION

The Global Forum was opened by the Chairman of the Task Force, who thanked the Secretary-General of the United Nations for his consistent support for the Task Force and also for his recent decision to extend the mandate of the Task Force until the end of 2005, which would enable the Task Force to continue contributing to the follow-up to the first phase of the WSIS and to the preparations for the second phase in Tunis. The Chairman stressed that the Global Forum was intended to contribute to the process of world-wide consultations on Internet governance that the Secretary-General would launch in the coming months.  The Global Forum would focus on identifying areas of commonalities in approaches and policies and in trying to build bridges where different opinions existed.


The Secretary-General of the United Nations addressed the Global Forum. He welcomed the organization of the Forum as a timely initiative. The Secretary-General said that Internet Governance issues were numerous and complex, but the world had a common interest in ensuring the security and dependability of this new medium. Equally important was the need to develop inclusive and participatory models of governance. The Secretary-General referred to the request by the WSIS to set up a working group on Internet governance and noted that the views emerging from the Global Forum as well as from other deliberations would help identify issues for future consultations. Once these consultations had taken place, he would establish the working group, which would be open, transparent and inclusive of all stakeholders. These same principles of openness and inclusiveness would also apply to the Task Force on Funding that the WSIS had asked to create. This Task Force, which would be set up shortly, would review the adequacy of current funding approaches and consider new funding mechanisms that might strengthen the efforts to bridge the digital divide. The Secretary-General called upon participants to not forget the larger task, notably implementing the WSIS Plan of Action in its entirety. He assured the Global Forum of the United Nations’ commitment to this effort. He concluded by urging participants to keep in mind, during their deliberations, the paramount goal of contributing to the cause of human development.


The Vice-President of the Economic and Social Council made brief opening remarks on behalf of the President of ECOSOC. He underscored that the Global Forum provided a unique opportunity to focus attention on the development angle of Internet governance and other ICT policy issues, and on ways for developing countries to harness the power of the Internet. 


Dr. Vinton Cerf, one of the founders of the Internet, offered additional thoughts on the term “Internet governance” and the task that the Secretary-General had set before the Working Group on that subject. He emphasized that the very openness of the Internet design had contributed greatly to its evolution as participants in its use, operation and development had been able to contribute fresh ideas for new applications and functionality. He suggested that if there was aneed to govern, the focus should be more on the use or abuse of the networks, and less on operation, except where technical rules dictated adherence to standards to assure the stability and integrity of the system. Dr. Cerf stressed that it was apparent that the use of the Internet could contribute to the achievement of the MDGs. Partnerships among the public and the private sector, academia and civil society as well as major players in the Internet space could contribute greatly to the goals of the ICT Task Force and to the charge given to the Working Group on Internet Governance. Dr. Cerf referred to the saying: “If it ain’t broke, don’t fix it” and “First, do no harm” and cautioned that one should strive not to stifle the innovation and freedom to create that the Internet offered.

SESSION I: SETTING THE STAGE (ISSUES AND INSTITUTIONS)


Session I set the stage for the subsequent discussions by updating the meeting on the follow-up to WSIS and providing brief reports on the relevant outcomes of events on Internet Governance that had taken place over the past few weeks. 


In his opening remarks, the Chair expressed the hope that all sessions of the Global Forum would address issues from the development perspective, bearing in mind the needs of developing countries and ensuring that the benefits of the Internet contributed to the cause of human development.


The Forum then heard a series of brief presentations on the origins of the mandate on Internet governance, and on relevant activities held elsewhere prior to the Global Forum.  A summary outline of substantive issues relevant to the topic of the Forum was also presented.


Switzerland’s e-envoy described the range of Internet governance issues as formulated by the Geneva phase of the WSIS and addressed the modalities of the process ahead, in particular regarding a Working Group on Internet governance. He stressed that all stakeholders and all relevant intergovernmental and other international organizations would have to be given equal access to the work of the group. It should be small but representative, inclusive, open and participatory, which could be achieved through a two- or three- layered approach. Developing countries needed to be given the possibility of making their voice heard. Their full and meaningful participation in this process would be essential. There was also a need for efforts aimed at capacity-building among developing countries, to allow them to defend their interests effectively. It was also stated that the Working Group on Internet Governance would have to deal with concerns that had been expressed during the WSIS preparations. There were two schools of thought: On the one hand there was a school calling for multilateral cooperation under the UN framework and on the other, there were those who were content with the status quo. The discussions during the WSIS process so far had focused on a narrow definition of Internet governance, but there might be some merit in starting with a definition as broad as possible and then narrowing it down and focusing on some priority issues. The Working Group could only be successful if all stakeholders recognized themselves in its final report.

The Honorary Chairman of the International Chamber of Commerce briefed the Forum on the outcome of the ICC special advisory committee meeting in Paris on 24 February 2004 to formulate an input for the Secretary-General’s consultations on Internet governance. He summarized the key messages to the Secretary-General’s working group from the business community: focus on governance issues today instead of reopening issues previously decided; don’t target those areas already addressed by experts; concentrate on problems where all agree concrete action is necessary; and focus on areas where government intervention is necessary, but allow self-regulation a chance to work. He further expressed the ICC’s position that the working group should be a steering committee rather than a prescriptive body and that it should focus on identifying gaps in current governance work and suggesting which stakeholders and which bodies be responsible for addressing those gaps using existing organizations consistent with their current mandates. 

A representative of the International Telecommunications Union informed the Forum that the report on the ITU workshop in Geneva on 26-27 February 2004 would be finalized shortly. He further stated that ITU was an important element in the “grand collaboration” that was referred to earlie, and that the ITU was keen to see further participation of developing countries. 

The President and CEO of ICANN briefly reported on the outcome of ICANN meetings in Rome on 5-6 March 2004. There were numerous subsidiary meetings of various constituencies on the practical problems facing the technical coordination function. He emphasized the fact that ICANN meetings are open to all stakeholders, and that, in order to facilitate participation, they are rotated through five regions and are also available online through video streaming. 

The highlights of the on-line forum on Internet governance that took place on the WSIS-on-line platform were presented to the participants. Along four threads of discussion – the different dimensions of Internet governance, the actors, the concerns and the general process – there were several issues that emerged. These included concerns over jurisdiction and scope, in addition to technical and political dimensions. Spam was identified by online discussion participants as one of the most pressing issues and as an ideal test case through which a basis could be laid for addressing other issues. It was agreed that it would be useful to map relevant issues and to identify agencies, experts, panels and groups involved in this work. Approach to Internet governance should be layered and adaptive as the network itself is. Electronic means for consultations should be used as much as possible to facilitate wide participation. 

To help frame the substantive discussion, participants heard an outline of baseline propositions on definitional matters, institutional attributes and key political issues. It was asserted that “governance” is neither inherently good nor bad but rather refers to shared rules, procedures and programs that give rise to expectations and practices, assign roles to participants and shape their interactions. To illustrate, the speaker gave examples of issues and institutions encompassed by the heterogeneous and distributed array of governance that shape Internet infrastructure and the transactions and content it conveys. The problem with the diversity of mechanisms that govern the Internet is that expertise is fragmented among many domains, institutions and organizations, both directly and indirectly related to the medium. The speaker reiterated the approach that governance should first be thought of broadly and that the most important areas for focus should be selected by consensus.

Following the presentations, the meeting engaged in an interactive dialogue. Internet governance was recognized to be a multifaceted concept and that actors had a tendency to look at it differently depending upon their individual vantage points. It was mentioned that even the definition of Internet Governance was subject of debate. Participants underscored that they were ready to support the work of the working group that would be set up by the Secretary-General. There was agreement that the concerns of all stakeholders, including developing countries, should be considered in the WSIS process leading up to Tunis. Frequent reference was made to the importance of using ICT to promote development. Developing country representatives stressed the challenge of investing their scarce funds in Internet infrastructure when they had other immediate needs such as traditional infrastructure and other demands on their national budgets. The legitimacy, rather than the effectiveness, of the existing system of Internet governance was called into question by some speakers from developing countries. It was also suggested that what developing countries needed in this regard, was some kind of a participatory multilateral mechanism to reassure them that their legitimate interests related to the Internet will be reliably protected. The United Nations was mentioned as the body best capable to represent the interests of developing countries. 

Several speakers stressed the need for international cooperation to develop globally acceptable solutions on such problems as spam, network security, privacy and information security.
SESSION II: STAKEHOLDERS BASELINE: ACCUMULATED CONCERNS, PERSPECTIVES, AND EXPLORING HOW WE CAN CO-OPERATE

Session II was an occasion for the opinions and perspectives of various stakeholder groups in attendance to be presented with a view to identifying areas of agreement and areas for further discussion. The Chair introduced the session by reporting on the outcome of the recent meeting of European Union members and accession countries convened under Ireland’s presidency to establish a common position on Internet governance. A vigorous discussion followed, in which many Forum participants presented their varying viewpoints on Internet governance. 

Many speakers suggested that the present mechanisms could be improved. It was repeated in several interventions that there was no need to set up a new body to address all Internet governance and related issues under a single umbrella. Rather, existing disparate organizations and regional and national efforts that govern many aspects of the Internet should be drawn together and rationalized, including through capturing and applying best practices. It was noted, too, that Internet governance was inextricably linked to the larger issue of globalization.

Several speakers noted a perceived lack of “legitimacy” of the existing governance environment because of the exclusion of many stakeholders, notably from developing countries, NGOs and civil society. It was suggested that the Regional Nodes and Networks of the United Nations ICT Task Force could be used as effective tools for engaging developing countries in the governance process. Developing country representatives noted that they would require financial support in order to be able to fully and effectively participate in any governance process.

Some speakers believed that NGOs were restricted from participating in some parts of the WSIS process and, more generally, from having an impact on agenda-setting and decision-making on the larger governance discussion. This could be redressed by increasing participation in the governance process and extending “ownership” to developing countries and civil society. 

The Internet was characterized several times as a kind of “global public utility” to be enjoyed by all and one that could serve a major role in promoting economic and social development and facilitating the attainment of the Millennium Development Goals. Consequently, it is in the world’s interest to apply governance mechanisms that do not stifle its continued development, but rather promote a stable, open and inclusive Internet and ensure its continued growth and technical innovation.  UNESCO emphasized the need to safeguard key values such as freedom of expression and openness throughout the Internet governance discussion and to ensure that any modifications to the current system preserve the free flow of knowledge and prevent censorship and government control.
It was observed that as governance issues moved toward transactions and content (away from technical considerations), local standards, laws and values would become more pertinent and that their heterogeneity would complicate the ability to develop and implement a global governance regime. Some interventions asserted that, rather than a global regime, governance should be a bottom-up process, addressing local issues through local action, and conforming to national law.

The business community emphasized its preference for self-regulation. One organization representing the private sector asserted that compliance costs of regulation were bad for business and, consequently, bad for communities, and urged that whatever regulation may be instituted should be seamless and coordinated globally.

Several speakers expressed their support for the work of the ICT Task Force and commended its multi-stakeholder composition. It was noted that, even within stakeholder groups, there were a diverse range of perspectives. Some speakers argued that there was an imbalance in power and influence among those groups. However, it was suggested that overlapping areas of interest between groups could serve as “launch pads” for further work. 

Proposals
:

· It was suggested that an international root server convention combined with the formation of an intergovernmental committee or council could solve the problem surrounding ccTLDs and the mistrust of ICANN;
· It was proposed to develop a matrix of all issues of Internet governance, including gaps and concerns, which are addressed by various institutions. 
SESSION III: GUIDING PRINCIPLES: A CHECKLIST FOR INTERNET GOVERNANCE

This session heard interventions suggesting and discussing the merits of principles that could guide the Internet governance debate. The speakers noted the complexity and broad impact of Internet governance mechanisms and therefore advocated a concerted, collaborative effort by all stakeholders. Governance mechanisms must be open and inclusive of representatives from all stakeholder groups, in addition to being transparent and democratically accountable. Content should be culturally and linguistically relevant. Technical standards on languages ought to be rapidly developed.

Some speakers stressed that governance should be pursued on the principle of subsidiarity, with decisions taken and governance imposed at the lowest possible levels; others suggested that a coherent, global regime was preferable.

Representatives of some of the Internet standard-setting bodies believed that they were actively working to involve different stakeholder groups and representatives of developing countries. However, representatives from civil society and some developing countries raised examples of ways in which they are currently prevented from making an effective contribution, including through meetings conducted only or primarily in English, a lack of domestic funds to cover attendance costs coupled with insufficient external financial support, denial of full access to meetings or voting rights in decision-making processes, and insufficient capacity-building and outreach efforts.

Proposal:

· Verisign proposed to make funding available to improve participation by developing countries in meetings in order to make processes more accessible and transparent to technologists around the world, including through video conferencing or virtual meetings 

BREAK-OUT SESSIONS

All break-out groups had a lively and stimulating discussion reflecting different perspectives (governments, international institutions, private sector and civil society)
. The sessions helped to deepen the discussions on a wide range of Internet Governance issues by benefiting from contributions from a large group of participants. They made concrete recommendations on issues that needed to be further addressed by the UN ICT Task Force and by the Working Group on Internet Governance once it is set up by the Secretary-General, and identified areas of complementarity, commonality of interests and perspectives and convergence among stakeholders. All groups looked at the issues relating to Internet Governance from a broad development perspective and stressed the important role of ICTs in supporting sustainable development and the MDGs.

Each group acknowledged the complexity of addressing the issues related to the dynamic and still rapidly evolving system. Participants agreed that Internet infrastructure is multi-layered and involves the interests of multiple stakeholders. The challenges associated with applying the sort of equity principles listed in the Forum agenda to diverse global governance mechanisms were identified. Many participants stressed in particular that the continued growth and functionality of the Internet is dependent on the level of trust and confidence in the system at both the technical and legal levels.

All sessions examined the ability of developing countries to be meaningfully and effectively involved in Internet governance. Issues of representation, participation, transparency, accountability, language and technical barriers to access were identified as major factors limiting their impact. At one group it was suggested that Internet governance should be thought of in terms of “institutional design” in order to be tractable. Awareness, training and capacity-building were seen as vital to improving quantity and quality of developing country participation. 

Regarding ICANN’s role in governance, at least in one instance, participants in a break-out session could not reconcile their opposite perspectives on that issue. Some asserted that the organization suffers from fundamental problems of legitimacy, accountability and representation of diverse stakeholder interests, while others argued that these issues are exaggerated and that ICANN is making progress in enhancing its responsiveness to the range of stakeholder interests.

The need for balance in governance emerged from each of the sessions. Most participants advocated finding a middle ground between informal, self-regulatory mechanisms and restrictive, hard regulations. It was stressed that balance must also be found amongst the role of government, reliance on technology and individual choice. In the area of intellectual property rights (IPR), a proper balance must be struck between the need to protect IP assets and the danger of limiting access to intellectual goods through strict regulations. The tension between the rights of the individual to privacy and the rights of companies to enforce their property rights was also noted, as well as that between security and civil liberties. 

The cross-border dimensions of the Internet were mentioned by many as contributing to the complexity of deliberations, and the issues of jurisdiction and burden of cost on developing countries surfaced within the various sessions.  Discussions on jurisdiction recurred many times, having implications on the protection of privacy, speech, human rights and consumers as well as e-commerce, electronic-contracting and intellectual property, all of which transcend borders. It was agreed that this issue required further consideration. Some participants also argued that the business models for Internet connectivity should ensure symmetry in the settlement of revenue and cost flows between developing and developed countries in order to be sustainable. It was noted that technical development has significantly lowered connectivity costs and increased connectivity capabilities and that the digital “real gap” had been reduced. However, some participants underlined the importance of finding ways to further lower the cost to developing countries.

The issue of access was discussed at some length. One break-out group differentiated between two types: universal access (service) and universal inclusiveness (user access). The role of government in providing service in areas where the private sector has no incentive to provide coverage was discussed. To achieve greater inclusiveness, local language and transcription (speech-to-text) technology needed further attention. The Group on under-addressed issues suggested that linguistic diversity should be approached at both the global and local level, and that solutions should be local and should address technical, financial, content and capacity-building aspects. 

Participants referred to e-commerce as a new way of conducting regular commerce and, thus, governance should build on existing mechanisms and structures governing commercial transactions, adapting the legal framework to e-trade and to ensure consumer protection. Some called for a set of best practices and information sharing on combating fraud and protecting customers. Participants argued that strong human rights and consumer protection and personal privacy would contribute to the flourishing of e-commerce. Warnings were voiced against over-regulating or over-legislating, urging global regulation to be used only when strictly necessary. Societies that transact primarily in cash required alternatives to current e-commerce that depends mainly upon credit cards. Taxation of e-commerce was discussed, acknowledging the impact of lost revenue and concern that it may hinder growth.

Participants noted the important roles that UNCTAD and the WTO are playing in capacity-building and education in helping developing countries raise the volume of e-commerce.  The importance of the impacts of the pending classification of digital products as goods versus services was highlighted. Model legal instruments are being elaborated by international institutions, including the OECD and UNCITRAL. It was observed that the developed world agenda is driving regulatory development and reform and that it is not a priority in developing countries. 

Participants of the Transactions and Content sessions identified a strong need for education surrounding the differences between e-signatures and digital signatures, and noted that governments need to be technology-neutral when implementing these schemes. International norms on such authentication mechanisms would be beneficial and facilitate the roll-out of the technology and remain an important policy issue. It was observed that the impact of e-signature and digital signatures on e-commerce was, so far, inconclusive. There was broad and strong interest expressed in network security in terms of commerce as well as privacy and data integrity. Several speakers emphasized the need to take a proactive approach to assess the vulnerability of the Internet infrastructure and to develop modalities for greater cooperation. 

The topic of privacy received substantial attention. Participants noted that different value systems and standards throughout the world currently translate into an uneven level of protection of privacy. Participants suggested that universal standards be developed and implemented through international dialogue, perhaps building on OECD guidelines, the Convention on Civil and Private Rights, and other agreed-upon language that appears in human rights legislation. One participant noted that, rather than discussing only how to defend human rights online, we should view the Internet as a tool for fulfilling human rights, such as the right to freedom of expression, and that we must preserve and further utilize its ability to do so. 

Divergent viewpoints on intellectual property rights were expressed within some of the break-out sessions. A key debate centered on whether or not the governments should be relied upon to provide protection of privacy, or whether technology was a more reliable source of protection. Regardless, there was a broad agreement that the current IPR regime needed reform. It was noted that no action on IPR was expected from the WSIS Declaration of Principles, though the Plan of Action does refer to multiple software development business models and recognizes that copyright protection is independent of any model. 

One break-out group linked freedom of speech and basic human rights to the promotion of enterprise and economic growth, explaining that a competitive marketplace cannot exist without the free flow of information, that strong data and privacy protection promotes confidence in e-commerce. Strict IP regimes, it was argued, could restrict creativity and innovation and stifle free speech. New models are emerging which could be supported by governments, such as the “creative commons”, open content, free and open source software, and the open publication of research. Government’s role to step in when user and consumer protection and human rights protection measures break-down was noted, although it was emphasized that consumers should retain their freedom of choice. Caution against legislating in a patchwork style was expressed. Participants recognized the various alternative dispute resolution initiatives that have been developed and stated the need to raise awareness of these initiatives and to support them.

Spam was identified as the scourge of the Internet. Sixty percent of email traffic is spam, which significantly interferes with the Internet capacity of developing countries. Spam was identified as a “legal, moral and societal issue” that calls for both a technical and government solution and as a “culturally-invasive” phenomenon that “eats away our infrastructure.” It was agreed that this problem requires urgent, coordinated action and international cooperation. 

Groups cautioned against “reinventing the wheel” and duplicating the functions of existing agencies and standards bodies in developing a coherent Internet governance regime. It was reiterated that the “best governance is the governance that governs least”. Participants in one group asserted that user/consumer needs/demands should drive policy-making and that nation states are not necessarily the most appropriate actors in the context of the Internet. Some argued for global solutions, some preferred experimentation at national levels, while others advocated applying the principle of subsidiarity. Most agreed on the desirability of building on existing arrangements and institutions. Groups agreed that broader participation is needed, along with more research, awareness and capacity building. Work was suggested to take place at a regional level and for institutional design to be examined to identify the make-up of who current participants.  Break-out sessions identified areas where international collaboration could add value such as controlling spam and ensuring security. 

Some participants noted a need for an international forum in which developing countries can discuss issues on their national development of the Internet. It was suggested that the United Nations may be able to provide a “home” to issues which do not already have obvious forums.

During the break-out sessions, participants came out with a number of proposals and recommendations addressed to the UN ICT Task Force:

On Internet infrastructure 

· Clarify the concerns of developing countries and continue to address the challenge of internationalization, including promoting and supporting inclusive participation;

· Facilitate human resource capacity building, particularly in technical disciplines;
· Undertake education and awareness-raising programs in issues relating to Internet development;

· Explore ways to facilitate dialogue and consideration on network security, paying particular attention to:

· Raising awareness;

· Sharing information about and among existing initiatives;

· Assisting developing countries in assessing their vulnerabilities and taking necessary responses;

· Play a role in improving procedural aspects of collective management issues in Internet governance by fostering dialogue and promoting information sharing. As an example, a study and dialogue were proposed on how people participate in the existing organizations dealing with Internet issues and how participation in these organizations can be improved in terms of transparency, accountability, and participation of “non-dominant stakeholders” (developing countries, CSOs).

On Transactions and Content

· Serve as a participatory forum for the exchange of information and learning in the area of Internet governance and development in which developing countries can discuss and interact as they begin to engage with the digital economy and the information society and where they can receive help with laws, regulations, best practices, etc; 

· Monitor and report on right of access to content and on freedom of speech; 

· Support the development of local content in native languages and encourage speech-to-text initiatives;

· Create awareness and education about digital signatures and electronic signatures;

· Provide awareness and education about the UNCITRAL process and work on e-contracting;

· Support trade in digital goods and services through education and awareness-raising of the benefits of liberalization;

· Raise awareness of the need for more law enforcement to combat fraud and develop an assembly of best practices in consumer protection;

· Raise awareness of and support initiatives on alternative dispute resolution.

Some recommendations were directed to other actors: 

· The ITU should address interconnection agreements in a more open, multi-stakeholder forward-looking manner;

· Deployment of IPv6 should be fostered;

· ICANN should continue its reform efforts to increase representation of all stakeholders, enhance its neutrality and accountability; 

· Experts within the WTO should continue their important work in regard to trade in digital goods and services; 
· Countries are urged to update laws so that there is equivalent consumer protection in the on-line world as in the off-line world;

· UNCTAD and WTO could play an important role in helping in capacity building and education in developing countries to raise the level of their involvement in e-commerce; 

There were also some general recommendations on how the Internet governance debate should be structured:

· Avoid duplication of actions and do not “reinvent the wheel” when addressing Internet governance issues;

· Engage in further consultation and consideration regarding network security;

· Promote broad participation in the ongoing discussion, particularly of developing countries;

· Promote more research and research networks;

· Increase capacity-building efforts;

· Promote working at the regional level;

· Examine institutional design (e.g., who participates, etc.);

· Create a set of “filters” to consider whether global governance is needed and then examine whether these issues are not being dealt with by others;
· Help to overcome the language barrier by addressing technical, financial, content and capacity-building aspects at both the global and local levels;
· Promote investment in Internet infrastructure in order to expand Internet service and access;
· Encourage symmetry in the settlement of revenue and cost flows between developing and developed countries in the context of Internet connectivity infrastructure;
· Focus on finding solution for the issue of spam.
26 March 2004

SESSION IV: THE WAY AHEAD

The session consolidated the discussions about the follow-up to WSIS and Internet governance that had taken place in the previous sessions and the break-out meetings, identified issues on which there appeared to be a consensus, as well as those that required further dialogue, and attempted to make recommendations for actions. 

Representatives of the two host WSIS host countries spoke on the follow-up of the Geneva phase and the preparation for Tunis. The representative of the Swiss Government addressed the meeting on “The Way to Tunis: From first to second phase.” He called on all participants to work intensively to prepare for Tunis, where the focus will be on the implementation of the WSIS Plan of Action. He stressed that the private sector has a key role in this undertaking and expressed his hope that business will play a more active part in the second phase. Suggesting that financial assistance to bring countries online was necessary before the governance discussion became relevant to them, the speaker named activities being undertaken to address the issue of funding that had also emerged unresolved from the Summit in Geneva. On Internet governance, he advised that its definition should be neither too restrictive nor too wide and warned that, except for some common underlying principles, it may vary from region to region. He also cautioned against trying to govern or regulate what already works or what cannot be governed or regulated, but rather urged actors to focus on those public policy issues in which it makes the most sense to intervene, such as spam. He concluded by stating his intention to support Tunisia throughout the second phase of the WSIS.

A representative of Tunisia reaffirmed her country’s full engagement in the WSIS process and its efforts to help build a people-centered, development-oriented information society. She described some of the actions the Tunisian government has undertaken in the preparation process and announced that a date has been set at the end of June for the first PrepCom. She emphasized that the second WSIS phase will be characterized by a holistic nature, complementarity with the first phase, and inclusiveness. The focus will be on implementing the Geneva Plan of Action, with the intention of increasing the awareness of relevant actors and expanding their contributions to the effort. Two documents are expected to be adopted: a political text and an operational one, consisting of inter-regional action plans naming concrete actions to help bridge the digital divide and to put ICTs at the service of development. Anticipating the conclusions that the Secretary-General’s working group on Internet governance will submit, the speaker stated the intention of the Tunis meeting to facilitate defining its scope, identifying relevant issues and building a common understanding of the roles of the various actors. She expressed her hope that consensus on the topic might emerge at Tunis and urged all stakeholders to participate at the highest possible level, especially the media and civil society. She acknowledged that specific measures to help civil society representatives from developing countries participate may have to be devised. 

The Moderators from the previous days’ break-out sessions then presented their summary reports. Following the statements, the Chairman reiterated that this meeting was not a negotiating He expHforum and that it was not intended to produce a formal definition or formulation by its conclusion. 

From the reports, the Chair observed a general support of negotiations that are on-going within the specialized organizations and approval of ICANN’s move to greater inclusion. There was a desire to avoid “reinventing the wheel” and to build on existing structures. Spam was identified as a “quick win,” an opportunity to be a test case for cooperation among stakeholders. Capacity building on technical and policy issues, as well as logistical assistance, were necessary to ensure effective participation and to empower actors to take an active part in the dialogue. A challenge remains to find a system that improves transparency and legitimacy while preserving the creativity and entrepreneurship that has allowed the Internet to take its current form. The Chairman affirmed that the UN ICT Task Force has a role in facilitating dialogue on the governance issue and that recommendations on Task Force activities developed from the break-out sessions would be presented at its Sixth Meeting on Saturday, 27 March. He also noted that the written report on Forum’s conclusions would be submitted to the Secretary-General as input for his working group on Internet governance.

During the lively and productive discussion that followed the Chairman’s reflections, there was general recognition of progress made on the complex issue of Internet governance. It was affirmed that the Forum was useful, particularly in achieving a level of understanding of what was meant by “governance” greater than that which prevailed at the end of the first phase of WSIS. It was generally agreed that governance is broader than the technical administration of the DNS and IP addresses, although the discussion will continue to determine the precise boundaries. A practical, pragmatic approach to addressing governance issues was recommended. There was overwhelming agreement to support the Secretary-General’s working group on the subject. 

One delegate urged that the Secretary-General’s working group start where Geneva ended and not reopen issues that have been concluded. Another speaker reminded the meeting that some issues raised at the Forum, including multilingualism, were part of the agreed Plan of Action from the Geneva phase of WSIS and that the scope of the group’s deliberation should remain focused only on governance issues.

One of the challenges identified during the debate was how to assure inclusiveness amidst the multiplicity of stakeholders. Speakers underscored the need to widen the multi-stakeholder nature of the process including through increasing dialogue among all key actors. Money and distance must not be a barrier to participation, and suggestions were made that the Internet itself should be used more vigorously as a means by which to engage developing countries and other stakeholder groups with limited resources. 

There was also agreement that the Internet should be multilingual in order to achieve wider participation. A representative from the Multilingual Internet Names Consortium (MINC) informed the meeting of the work his organization has undertaken in order to make this technically possible and asserted that it may be realized sooner than commonly thought. Multilingualism must also be incorporated into the forums and meetings on governance, and steps must be taken to promote presentations and contributions in a wider range of languages.

It was noted that additional concrete steps and increasing commitments were needed to ensure the equal participation of developing countries. Special efforts were needed through capacity building and education to level out the playing field. The Least Developed Countries and countries emerging from conflict required special attention in this regard. Technical developments needed to be shared with developing countries. Illustrating action being taken to address this need, a representative from the Inter-American Development Bank brought to the attention of participants a technical cooperation project for the Latin American and Caribbean region undertaken in collaboration with UNDESA, ICA and OED for the organization and implementation of a series of sub-regional and regional meetings to strengthen the region’s planning and decision-making capability in the area of ICT for development and e-governance. 

Some participants expressed concern over the effect of brain drain, Internet engineers leaving developing countries for more lucrative opportunities. Another issue remaining to be addressed was how Internet governance, or the lack of it, constrains ICT for development. The peaceful use of technology needed also to be ensured.

Some speakers cautioned against radical change in Internet governance as this could have a potentially destabilizing effect. They believed that change be permitted to evolve rather than utilizing a “big bang” approach. The ingenuity of the Internet stemmed from the fact that simultaneously “no one and everyone” were in charge and that it has grown quickly because it hasn’t required governance. The Internet had been built around simple standards using a bottom-up approach, with individual choice guiding its evolution. What was needed, said several speakers, was a governance system in the hands of individual users that minimized the need for governance. 

Proposals advanced during the discussion:

· The UN ICT Task Force should contribute to efforts to identify the best organization(s) to deal with each of the issues that are related to Internet governance, to catalogue existing sources of excellence, as well as to collect and disseminate knowledge and identify best practices and existing gaps, to assign roles to the various stakeholders, and mobilize resources to ensure as wide a participation as possible; 

· The ICT Task Force should compile and make available a compendium of meetings and events on Internet governance issues;

· The ICT Task Force should produce a “road map” which should attempt to identify future developments as well as the expected time span for such developments;

· The Secretariat that will be created to support the Secretary-General’s working group on Internet governance could be a clearing house for all related Internet governance conferences, activities, researches and best practices. This information could be available to all through a virtual, online library. All institutions and organizations acting in the field could be urged to link to it, producing a decentralized and ongoing effort to bring together knowledge on the subject; 

· Two concrete outcomes to emerge from the Secretary-General’s working group on Internet governance ought to be: 1) a consolidated international regime, principles and values that would guarantee openness and a presence for developing countries on the Internet; and 2) an explicit institutional arrangement that would guarantee that ccTLDs will not be removed from root zone files without authorization from the affected country;
· Governments should establish scholarship funds to facilitate the participation of developing country representatives in the meetings of the Internet Engineering Task Force;

· Future meetings and summits should use several working languages as a way to facilitate the involvement of under-represented stakeholders from non-English-speaking parts of the world. 

CLOSING SESSION

Mr. Robert E. Kahn, President & CEO, Corporation for National Research Initiatives CNRI, delivered a closing address. He congratulated the participants of the Global Forum for achieving a remarkable level of consensus. 

He recalled the roles researchers had played in developing the Internet. The way in which the standards and the social structures that supported those standards were developed  -- through the contributions of a number of different bodies and many individuals and organizations that fueled a bottom-up, grass-roots process of coming to consensus within the technical community – was very different from the way standards are developed by other standards bodies. 

As the Internet has matured and reliance on it for all kinds of activities has expanded, prudence and caution dictated a more deliberate approach for the future. The speaker referred to the long time it has taken to deploy IPv6 as an example of the caution that now pervades the Internet landscape. He noted a lack of researchers at the Global Forum and expressed his belief that it was time for the research community to resume a central presence on the Internet stage, but that it would be shared with many others, for there are some issues that cannot be solved by the technical community alone, and others for which the choice of technology is not really relevant.  In this regard, he stressed the importance of  coordination with the international community in dealing with matters like cyber-terrorism and suggested that this is an area where the convening power of the ICT Task Force may be particularly helpful.

He described the public policy challenges the world will face in making substantive change to the Internet in the future and stated that there are no clear answers at this time. The Internet has many of the attributes of the evolution of society itself and, like society, the Internet will need to evolve along many different dimensions. He stated his hope that it becomes accessible to all citizens of the world. 

Mr. Kahn proposed that:

· The research and technical community  regains a central role in shaping the further evolution of the Internet in recognition of the importance of innovation and technological development to its future growth; and

· The convening power of the UN ICT Task Force may be helpful in broadly coordinating the international community to deal with transnational threats such as cyber-terrorism. 

The Deputy Secretary-General of the United Nations delivered a closing statement on behalf of the United Nations. She congratulated the Forum on accomplishing its goals and moving the discussion on Internet governance in a positive direction. She listed a number of issues where a need for international cooperation to develop globally acceptable solutions was deemed necessary and recalled several conclusions that the meeting had reached in regards to basic principles that should underlie the governance discussion. She welcomed the call to develop a matrix of all issues of Internet Governance addressed by multilateral institutions and stated that this would be helpful to the Secretary-General in advancing the agenda on these issues.  She also thanked the Forum for its readiness to support the work of both the Working Group on Internet Governance and the Task Force on Funding that will be set up by the Secretary-General. She announced that a secretariat to support the Secretary-General’s working group is being established and that on 25 March 2004 Mr. Kummer was appointed its head. 
The Chairman of the UN ICT Task Force stated that the Forum’s recommendations would be taken up by the United Nations ICT Task Force. He recalled some key points made throughout the meeting, including the distinction between “government” and “governance”, the challenge of being inclusive, and the imperative of addressing the developmental aspects of the issue. He concluded that there is a need for a new social construct, a new type of governance, namely that of “global polity”, and that this task necessitated better coordination between institutions.  Geopolitical, economic and environmental issues needed to be tackled through a multi-stakeholder dialogue.

� For the list of participants, visit � HYPERLINK "http://www.unicttaskforce.org/perl/documents.pl?id=1296" ��http://www.unicttaskforce.org/perl/documents.pl?id=1296�. About  35 per cent of participants represented governments (of which nearly 60 per cent were from developed countries and over 40 per cent were from developing countries and countries with economy in transition),  22 per cent were from civil society organizations and academia, 18 per cent – from the private sector, international organizations were represented by 14 per cent of participants, and the Internet community constituted 11 per cent of all registered participants.  


�  All recommendations and proposals contained in this Summary are reproduced as formulated during the sessions. These proposals were not fully discussed at the Global Forum, nor was consensus necessarily reached. Neither the United Nations ICT Task Force nor the Global Forum have endorsed these recommendations. They are included in the informal Summary to fully reflect the range of opinions presented at the Forum. 





� Out of fifteen officials (chair, moderator and rapporteur) of the breakout sessions, eight were from developing countries, five from developed countries, and two from international organizations. They represented the civil society and academia (eight), Internet community, the private sector and international organizations (two each) and government (one).
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